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ELECTRONIC DOCUMENTS AND
ELECTRONIC ARCHIVES IN THE USA

Abstract. The current situation in the archival world, the legal basis for the functioning of the archive
business, approaches to the theoretical concepts of the science of archives and archival documents, the
methodological norms of archival practice, the organization of preservation and the use of documentary
heritage, including on the newest media — all these issues represent a serious scientific and practical in-
terest. Archives are a dynamic structure that varies according to the specific conditions of its functioning.
At the same time, there are changes not only in functions, structure, storage modes of documents but
mainly in the documentary array on traditional and non-traditional media.

The article reveals the basic principles that guided the modern archival service of the United States
when working with electronic documents and electronic archives. While disclosing the basic principles
of this work, attention was focused on studying the experience of applying the latest methodological
and technical means in the archives. In the context of this, the article details the problems of managing
electronic documents, outlines the activities of NARA to create an electronic government and archive.
The introduction of the latest archival technologies and standards when working with electronic docu-
ments and archives, and simplifying access to them, can be used to create models and standards in the
field of archival science and documentation of Kazakhstan.

Key words: US National Archives, US Documentation Administration, Electronic Documents Ar-
chive “ERA”, electronic documents, electronic archives, US archives.
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AKLLI-TaFbl 3A€KTPOHADI KYXKAaTTap MeH 3AeKTPOHAbI MyparaTTap

AHAaQTnA. MyparaT 9AeMiHIH 3amaHayW >KaFAaibl, MyparFaT iCiHiH iCKe acCbIPbIAYbIHbIH, 3aHAbI
Herizaemeci, MyparaTt »K8He MyparaTTblK, Ky>KaTTapAblH FbIAbIMU TEOPUSABIK, YCbIHbICTapbl, MyparaT
ToXipnbECiHIH, 8AICTEMEAIK HOPMAAAPbI, KY>KATTap MYpPAChIHbIH CakTaAybl MEH KOAAQHYbIH, COHbIMEH
KaTap XaHa YAriAe CakTaAybl MEH KOAAQHYbIH YMbIMAAQCTbIPY OCbl aTaAfaH CypakTapAblH GApAbIFbl
FBIABIMU-TEXIPUOEAIK MaHbI3ABIAbIFbI XKaFblHAH ©3EKTIAIrT XKaMAbl MOCEAECT KOTEPIAAI.

MyparaTttap — KbI3METiHIH epekileAiriHe GaiAaHbICTbl YHEMI e3repin TypaTblH AMHAMMKAABIK,
KypbiAbiM. COoHbIMEH Gipre, e3repictep Tek Ky>KaTTapAblH cakTay (DyHKUMSIAAPbIHAQ, KYPbIABIMAAPbIHAA
JKOHE PEeXMMAEPIHAE FaHa eMecC, HerisiHeH ASCTYPAI >KoHe ASCTYPAI eMeC YATiAeri Ky>KaTTapAblH
KYPaMbIHbIH, ©3repyiH Ae aTan KeTKeH X6H.

Makanaaa AKLLI-TaFbl MypaFaT KbI3METiHiH 3AEKTPOHADI KY>KaTTap MEH SAKTPOHAbI MypafFaTTapMeH
>KYMbIC YCTaHbIMAQPbI XaMAbl MOCEAEAEP KO3FaAaAbl.

MakanaHbl >ka3y 6apbiCbiHAa 6aCTbl HA3ap MyparaTTa XKYMbIC XKacayAblH, COHFbl SAICTEMEAEPi MeH
TEXHUKAAbIK KYPbIAFbIAAPAbI KOAAQHYADBIH TOXiprbeciHe ay AapblAbIn xa3biAAbl. XKOFapblaa KeTepiAreH
MOCEAEHIH MOHMOTIHIHAE SAEKTPOHABI Ky>KaTTapAbl YibIMAACTbIPY, HAPA-HbIH, 3AeKTPOHABI YKiMeT
NneH MyparaTTblH KaAbINTaCcyblHa KOCKAH YAECi >KalAbl Aa €O3 eTireai. KasakcTaHaaFbl MypaFaTTaHy
MEH Ky>aTTaHy CaAacCblHAAFbl >KaHa CTaHAAPTTAp MEH MOAEAbAEPAI KAAbINTACTbIPYy >KOAbIHAAFbI
MyparaTTay CaAaCblHa EHTI3iAIMN XaTKaH SAEKTPOHAbI KY>KaTTapMEH >KYMbIC Xacay 6apbICbIHAAFbI XKaHa
TEXHOAOIMSIAQP MEH CTAHAAPTTapAbl KOAAQYbI TYPaAbl MOCEAE KOTEPIAreH 6OAaTbIH.

Tyiiin ce3aep: AKLL-TbIH yATTbIK, MypaFaTbl, AKLLl Ky>KaTTapbIHbIH aKiMLWiAiri, <ERA» 3AeKTPOHABDI
Ky>kaTTap Myparatbl, 3AeKTPOHABI Ky>kaTTap, AKLL MyparaTtTapsbl.
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DAEKTPOHHbIE AOKYMEHTbI M SIAEKTPOHHbIe apxuBbl B CLLIA

AHHoTauus. CoBpeMeHHas CUTyaLms B apXMBHOM MUPE, I0pUAMYECKME OCHOBbI (DYHKLIMOHMPOBAHMS
ApPXMBHOTO AEAQ, MOAXOAbl K TEOPETUUYECKMM MPEACTAaBAEHUSIM Hayku 00 apxmBax M apXMBHbIX
AOKYMEHTax, MeTOAMYECKME HOPMbl apXMBHOM MPAKTUKW, OpraHusaumsi obecrneyeHus COXPaHHOCTM
M UCTOAb30BaHME AOKYMEHTAAbHOIO HAaCA€AMS, B TOM YMUCAE M Ha HOBEWMLUIMX HOCUTEAIX — BCE 3TU
BOMPOCbHI NPEACTABASAIOT CEPbE3HbIN HAYYHbIA W MPAKTUYECKUIA MHTEpeC.

ApPXMBbI — 3TO AMHaMMYeCKas CTPYKTypa, MEHSIIOLLASCS B 3aBUCUMOCTM OT Crielnnyeckmx yCAOBUi
ee (PyHKUMOHMPOBaHUS. [1pn 3TOM NMPOMCXOASIT U3MEHEHUS He TOAbKO B (DPYHKUMSIX, CTPYKTYpE,
pexkumax XpaHeHUst AOKYMEHTOB, HO TAaBHbIM 06pa3oOM B COCTaBE AOKYMEHTAaAbHOrO MacCHBa Ha
TPAAMLIMOHHbBIX U HETPAAMLIMOHHBIX HOCUTEASIX.

B cTaTbe packpblBaloTCS OCHOBHbIE MPUHLMIbI, KOTOPbIMW PYKOBOACTBYETCS COBPEMEHHAs apXmBHast
cAy>k6a CLLIA npu paboTe € 3AeKTPOHHBIMM AOKYMEHTaMM U SAEKTPOHHbIMM apxmBamu. [1pn packpbiTrm
OCHOBHbIX MPUHLMMOB TakoW paboTbl BHUMAHME aKLEHTMPOBAAOCh HA M3YUEHUM OMbITa MPUMEHEHUS!
HOBEMLLIMX METOAMYECKMX U TEXHMYECKMX CPEACTB B apxMBHOM AeAe. B KoHTekcTe aToro, B cratbe
NMOAPOGHO OCBeLLLEHbI MPOOBAEMbI YIIPABAEHWUS SAEKTPOHHBIMW AOKYMEHTaMM, U3AOXKEHA AESITEABHOCTb
HaunoHaabHOro apxuea 1 yrnipasaedus aookymentaumenn CLLA (National Archives and Records Adminis-
tration (NARA) — HAPA) no co3aaHuio 3AeKTPOHHOro NpaBUTEAbLCTBA M apxmBa. BHeapeHme HoBewmnx
APXMBHbIX TEXHOAOTUIA M CTAHAAPTOB MPU paboTe C IAEKTPOHHbIMM AOKYMEHTaMU U apXMBamM B 3TOM
CTpaHe, ynpoLieHre AOCTyNa K HUM MOTYT ObITb MCMIOAb30BaHbl NMPY CO3AAHUM MOAEAE M CTaHAAPTOB
B 00AACTM apXMBOBEAEHUS U AOKYMEHTOBEAEHUS SAEKTPOHHbIX AOKYMEHTOB 1 apx1BoB KasaxcraHa.

KatoueBble caoBa: HauyoHanbHbi apxmB CLUA, AamuHucTpaums aokymeHTtaumm CLLA, Apxms
SAEKTPOHHbIX AOKYMEHTOB «ERA», 3A€KTPOHHbIE AOKYMEHTbI, SAEKTPOHHbIE apxuBbl, apxuBbl CLLIA.

Introduction

The problem of the preservation of electronic
documents in the modern world is a key one for
archivists of all countries. In the new century, there
are a number of regional archives which started
to purposefully form digital archival resources in
three ways: by receiving original electronic archive
documents management services which digitize
archives of traditional documents and managing
the use of electronic materials (documents). In the
1990s, many countries, in order to organize work
with electronic materials (documents), basing on
their experience in working with paper documents,
developed and implemented a number of rules and
regulations; they set up an electronic document
management process, thereby presenting clear
regulatory requirements for archiving electronic
materials (documents) under their control,
processing, transmission, reception, storage, etc.
American colleagues were close to the solving of the
issue. Therefore, it is quite relevant and significant to
analyze the results of scientific research carried out
by American scientists in the field of work with ED,
and to evaluate the measures taken by the National
Archives of the United States to create the “ERA”,
as known as Electronic Records Archive.

Unfortunately, the analysis of archival literature
states that Kazakh archivists have no interest in
this issue. Experts from the archives of Kazakhstan
come to the conclusion that the American version of
creating an electronic archive is only acceptable for
countries with a strong economy due to the high cost
of continuous technical re-equipment of archives
and staff training.

This topic is most often mentioned in the works
of Russian researchers, although not all aspects of
work with ED are covered in the Russian archival
literature. So, the Russian researcher O.I. Ryskov
drew attention to the regulatory framework and
the requirements imposed by NARA on US federal
agencies in the area of ED safety [Ryskov, 2004:
51-53]. The article by L.L. Levchenko (Levchenko,
2014: 25-39) is devoted to the same issue. The
problem is considered in more detail by M.V. Larin
in a number of papers, where US regulations on
the management of electronic documentation are
analyzed (Larin, 2008: 208; 2012: 60-65).

Inthe USA, anumber of publications are devoted
to the problem of ensuring the safety of ED, among
which you can point out the articles by C. Lynch
(Lynch, 2000), M. Klunen (Cloonan, 2002: 70-106),
G. Gladney (Gladney, 2009: 401-435) and other
scientists. The researchers put attention to issues
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such as the authenticity of electronic materials
(documents); their integration into electronic space;
strategy for long-term storage of ED.

In preparing the article, the author widely used
the official website of the National Archives and
Document Management of the USA — http://www.
archives.gov.

Work with electronic records and archives

The first electronic materials (documents) (ED)
began to appear in the National Archive and Record
Management (hereinafter — NARA) since 1965. In
1989, the Electronic Records Center was created
as a part of NARA, which included two divisions:
storage and inspection and control.

In 1996, the US Congress adopted amendments
to the Act on the Freedom of Information,
which obliged federal agencies to publish their
documents in electronic form and open reading
rooms for citizens to familiarize themselves with
them. In August 1998, NARA presented a report
to the Presidential Administration in which it
justified the need for research and cooperation
with research institutes and universities in order
to study the problems of ensuring the safety of ED
and developing software to create an archive of
electronic materials (documents). In the same year,
NARA introduced the DoD standard in US federal
agencies — 5015.2-STD “Design Criteria Standards
for Electronic Records Management Software
Applications” (1997). Scientists at the University
of British Columbia (Vancouver, Canada) worked
on the development of this standard, and funding
was provided by the United States Department
of Defense (UBC Project). The standard allowed
the introduction of management procedures and
disposition of ED in federal agencies. Since 2007,
DoD 5015.2-STD (version 3) has been used in non-
governmental institutions. The implementation
of the ERA Program began in 2000, for which a
special department, the ERA Program Management
Office, PMO, was created in the structure of NARA.
The program was headed by the famous American
archivist and scientist K. Thibodo (Levchenko,
2014: 25-39).

Since 1998, NARA has sponsored a number of
research projects to create an electronic archive. In
2003, the archive became a participant in the Network
and Information Technology Research Development
Program, funded by the US government. Since 2007,
NARA received the status of a permanent participant
of this program and guaranteed allocations from the
federal budget, which it sent to support research
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projects in the field of ED and archives (FY 2007 —
$ 3.5 million, FY 2008-2012 — 4.5 million dollars,
FY 2013 — 2.0 million dollars) (Larin, 2012: 60-65).

NARA was also one of the first to support
the project Inter PARES (International Research
on Authentic Permanent Storage Documents in
Electronic Systems). The project was implemented
in 1998-2012 by an international team of scientists
in more than 27 countries of the world under
the leadership of the President of the Society of
American Archivists.

In the late 1990s and early 2000 the supercom-
puter center from San Diego (California), the Insti-
tute for Advanced Computer Research (Maryland)
and NARA implemented a pilot project “PAWN”
(Producer — Archive Workflow Network), during
which a prototype of software for transferring per-
manent storage periods from an institution to ar-
chive and their absorption by automated archive in-
formation system was created. The developers used
the Metadata Encoding and Transmission Standard,
METS standard to encapsulate metadata, create a
packet of SIP information for transmission to the
archive, transform SIP to AIP for storage, and DIP
to output information on request. The software was
developed on the Open Archival Information Sys-
tems (OAIS) platform and tested during the transfer
of ED to the Stanford Elementary Particle Accelera-
tor Laboratory at NARA.

Since 1995, NARA has been actively involved
in the work of the OAIS Committee, held at its
base 16 of the 19 OAIS seminars held in the United
States. NARA has become one of the developers of
the basic model of the ISO standard for OAIS “Data
space and information transfer systems. Open ar-
chive information system. Reference Model ”(ISO
14721: 2003). In 2012, ISO approved a new edition
of the ISO 14721: 2012 standard. A new version
of the recommendations of the ISO and the Inter-
national Advisory Committee on the Standardiza-
tion of Space Data Systems “Reference Model for
an Open Archival Information System” (CCSDS
650.0-M-2), which establishes the requirements for
the basic OAIS model, is currently under discussion.
In addition, projects have been implemented on the
application of forensic examination methods to de-
termine the authenticity of ED. Despite the fact that
these regulatory documents are advisory in nature,
they play an important role in creating archives of
electronic materials (documents) in all countries of
the world.

In turn, using the experience of working with
electronic materials (documents) in other areas, a
group of scientists led by R. Moore from the Univer-
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sity of North Carolina, in collaboration with NARA,
focused on the development of technologies for safe
and active storage of authentic ED using grid tech-
nologies. The process of active storage was consid-
ered as a mechanism of permanent incorporation of
the old technology, allowing ED to migrate from
one environment to another, while maintaining its
appearance, content and authenticity.

As a result of the cooperation of NARA with the
Georgia Institute of Technology (1999-2009), the
software «PERPOS» (Presidential Electronic Re-
cords Pilot System) was developed in order to pro-
vide integrated support for the process of reception
and transmission and storage of the Presidential Ad-
ministration in NARA. Scientists have developed
methods for automatic recognition of the type of
document; convert files created in obsolete formats
to modern or standard formats; systematization of
ED in a series in an electronic archive; verification
and editing of ED in order to extract information of
limited access when preparing responses to requests
in accordance with the Law on Freedom of Informa-
tion; prevent unauthorized declassification of ED;
descriptions of ED and creating search directories.

The project by NARA and the National Center
for Supercomputer Application Tasks (University
of Illinois) — «Advanced Information Systems for
Contemporary Documents» (2008-2009) was aimed
at creating methodology, algorithms and automated
systems for the examination of the value of docu-
ments in PDF-formats containing visual images;
providing migration, examination of value, selec-
tion for storage and retrieval of file metadata in 3D-
formats. Another project with the same university
focused on the selection and preservation of engi-
neering, geographic and geological data; Converting
scientific data files from various formats to HDF (hi-
erarchical data format) used to store large amounts
of digital information.

The current project (2009-2014) of NARA and
the Texas Center for Advanced Computer Tech-
nologies (Austin) is considered to be one of the
most promising. Scientists are trying to create ar-
chival technology of the future, using visualization
techniques that allow users to present information
in the form of an optical image, to transform data
into color images that are easily perceived by archi-
vists. Visualization can significantly speed up the
systematization of huge collections of ED, help in
the selection of documents for storage, analysis of
metadata, risk assessment of the safety of ED.

A virtual laboratory in the building of the Na-
tional Archives in Maryland was equipped with the
participation of the Supercomputer Center from San

Diego and the Advanced Computer Research Insti-
tute (Maryland) for experiments of archivists with
new technologies. Cooperation with scientists made
it possible to solve a number of tasks in the field of
examination of the value of ED and transfer them to
storage in the archive, create technologies to ensure
the safety of ED, proof of the authenticity of ED,
both when taken for storage and after a certain pe-
riod of time. The results of the projects were imple-
mented in the development of software for the ERA
system. The main result of the work in this direction
was the understanding by archivists of what should
be the archive of electronic materials (documents),
the formation of a list of requirements for the fu-
ture developer of his system. Two teams of NARA
experts summarized the results of various projects,
proposals of scientists, employees of the RMO and
the ERA Program Support Team (POST), and de-
veloped a concept and list of requirements (Elec-
tronic Records Archives Requirements Document,
RD) for the ERA , Which included 1406 points in
the first version.

According to archivists, the ERA Archive of
Electronic materials (documents) should have be-
come an integrated, dynamic “system of systems”
in which all processes is automated. Its general
structure should display four main archival func-
tions: receiving and transmitting ED for storage;
storage of ED; metadata storage; use of documents
subject to restrictions on access to information pro-
vided by law. It was planned that the ERA system
would manage documentation in more than 500
federal agencies of the United States and receive
from them ED, regardless of the formats, software
and hardware in which they were created. It was
planned to have two subsystems: external — for
managing the life cycle of all types of ED in feder-
al institutions, and internal — for absorbing, storing
and providing access to ED. ERA was supposed to
work with the ED of the President, Congress and
the US Supreme Court; to process both huge col-
lections of ED and relatively small in volume; be
extensible and independent of changes in formats,
software and hardware.

For Americans, the document, above all, has
probative value. ED runs the risk of being damaged
or destroyed during the migration process, so ERA
must take care of its authenticity, reliability, integ-
rity, so that US citizens can trust ED and use it as
evidence.

Thus, archivists presented the Archive of elec-
tronic materials (documents) as a system capable of:

- to coordinate the processes of examination
of the value, preparation and approval of lists with
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retention periods for documents on digital and
traditional data carriers;

- to describe both traditional and electronic
materials (documents);

- to process and store ED;

- to accept for storage and absorbing digitized
documents, the originals of which are created
on traditional media (digitization of traditional
documents does not relate to the functions of the
«ERAY system);

- to ensure and confirm the authenticity of ED;

- to dispose ED in accordance with agreements
with institutions (disposition agreement —ISO 15489
—1: 2001 and § 1226 “Implementing Disposition”
of the Federal Documentation Management Rules);

- to ensure compliance with legislation in the
field of access to ED;

- to keep ED of unlimited access and limited
access with the stamps «Secret» and «Top Secret».

In 2003, it was decided to create a federal
archive of electronic materials (documents)
«ERA». In 2005, as a division of the Archivist
of the United States, the Electronic materials
(documents) Archive Advisory Committee was
established, and in the same year, Lockheed
Martin Corporation, widely known for its anti-
missile defense systems, space and information
technology, won the contract to develop software
for ERA. Congress allocated $ 317 million for the
creation of the system.

The creation of the ERA system began in
2006 and was supposed to consist of a phased
commissioning during 2007-2012 with five
increments: 1) Base System Business Functions;
2) Congressional Records Instance, CRI; 3) Online
Public Access Instance; 4) Preservation Framework;
5) Base System Architectural Augmentation.

The basic system of functions, namely, the three
modules that ensured the absorption and automatic
verification of ED, were commissioned at the end of
2007 and the beginning of 2008. In December 2008,
the Executive Office of the President module was
launched, with which the deployment began second
increment system.

With the launch of the “ED Congress” module
in December 2009, the deployment of the third
increment began. The module, which included
two parts — the absorption and storage of ED, was
created to support the work of the NARA Legislative
Archives, the offices of the Secretary of the House
of Representatives and the Secretary of the Senate.
In April 2010, the NARA staff installed the “Online
Public Access”, OPA, and “Transformation
Framework Prototype”, TFP.
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As of January 2012, the ERA Archive of
Electronic materials (documents) received 131
TV electronic materials (documents) for storage,
including those from the Presidential Administration,
Congress and federal departments. The system
is able to maintain their storage in the formats in
which they were created, and transform into a small
number of other formats; to ensure the absorption
and storage of XML-metadata in accordance with the
standard “PREMIS” (version 2.2); provide access to
ED through « Online Public Access, OPA. OPA is a
catalog in which descriptions are entered on 75% of
traditional documents, 77% of artifacts, more than
95% of ED stored by “ERA”. ED are systematized in
800 series, including more than 750 million unique
files. In addition, researchers have gained access to
more than 1 million pages of ED. OPA searches on
the joint portal of NARA — “archives.gov”, which
includes the sites of the archive and all presidential
libraries.

An important function that the ERA system
is capable of performing is the management of
documentation in federal departments. This is
exactly the function that NARA has set itself the
priority at present. This decision is dictated by
the Memorandum of President B. Obama and the
new amendments to the Law on Presidential and
Federal Documents (HR 1233). This amendment
was aimed at improving the document management
process, which focuses specifically on electronic
materials (documents), as well as on the fulfillment
by the National Archives of the United States and
the Agency for Management and Budget of the
requirements specified in the 2011 Presidential
Memorandum on the management of government
documents.

According to Memorandum n Before NARA
set targets by the end of 2015 — the revision of the
value of the examination criteria, management and
disposition of documents temporary storage time;
by the end of 2017 — a significant reduction in the
number of departmental lists, making changes to
the General (typical) list of documents in order to
standardize the creation of a series of documents
and simplify the process of examination of value.
By December 31, 2016, institutions are obliged to
implement systems for the selection, storage and
retrieval of e-mail documents. Institutions are also
obliged to take care of digitizing documents created
on paper and in analog formats.

In order to timely respond to the challenges
of constantly developing information and
communication technologies and computer
equipment, increasing formats, NARA is obliged
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to revise and adjust the instructions governing the
transfer of ED, metadata and e-mail documents for
permanent storage. Thus, the National Archives
published a new Electronic Messaging Management
Bulletin (NARA Bulletin 201502: Guidance
on Managing Electronic Messages). Prepared
in accordance with the Managing Government
Records Directive (M-12-18) and due to the rapid
development of new technologies, this document
includes basic document management guidelines for
text-based email messages and text-based dialogues
on the Internet, voice messages and other similar
forms of electronic transmission systems, as well as
for the transfer of functionality in social networks
or applications. In addition, the Bulletin contains a
new definition of the term “electronic messages”,
approved in the latest amendments to the Law on
Presidential and Federal Documents 113-187 of
2014: “electronic messages are e-mail messages
and other electronic transmission systems used for
communication between individuals”.

In mid-April 2016, NARA published “E-mail
Document Management Criteria in accordance with
the Government Documents Management Directive
(M-12-18)” (Criteria for Managing EmailRecords
in Compliance with the Managing Government
Records Directive (M-12-18) ”. These criteria are
generalized requirements for the management of
e-mail documents based on the Federal Documents
Act, the Code of Federal Rules and the existing
guidelines of the NARA. They are intended for
internal use by the federal executive authorities
in order to assess the fulfillment of the task of
the Directive on the management of government
documents, namely, the management of all e-mail
documents in an accessible electronic format.

Currently, NARA has already created a set of
regulatory documents: application forms for the
approval of lists; recommendations on the use of
the standard DoD 5015.2-STD; instructions for
transferring to storage e-mail messages, scanned
documents, ED created in engineering, geographic
and geological systems containing GeoTIFF
images, ED and metadata to them, web sites ,
digital audio and video documents. NARA has also
developed instructions for the implementation of
Electronic Recordkeeping systems at the institutions
(automated processes for managing the ED of the
institution) and Electronic Records Management”
(automated processes for managing documents of
an institution, regardless of the tangible medium).

In January 2015, the United States National
Archives and Records Management published
the report “Open Source Tools for Document

Management” (Open Source Tools for Records
Management), which, in accordance with the NARA
/ OMB M-12-18 State Document Management
Directive, describes the open source tools for
managing electronic materials (documents) for
federal executive bodies. The objectives of this
document are: to ensure transparency, efficiency
and accountability of federal executive bodies. By
the end of 2019, government agencies are required
to manage all electronic materials (documents) in
electronic form and by the end of 2016, all electronic
messages in electronic form.

That same year, the National Organization for
Information US standards (NISO) has published
a new “Practical advice on signs of metadata to
provide access to and licensing of electronic content”
(Recommended Practice on Metadata Indicators
for Accessibility and Licensing of E-Content
(NISO RP-22-2015)). These recommendations,
developed by the NISO working group, set forth
practical methods for identifying metadata in order
to freely read the contents of digital documents,
taking into account the duration of the license to
use the contents of documents. The objectives of the
recommendations are the presentation of a format for
indicating bibliographic metadata and a set of visual
signs describing the rights of users to access specific
works, as well as their reuse and user messages. In
addition to these recommendations, in 2018, the
US National Information Standards Organization
(NISO) presented the publication “Understanding
Metadata. What is metadata and what is it for?”’In
framework series called «Primer» this manual
includes a comprehensive review of information
about the creation, title, subject, functions of the
document. Work is currently underway on “Linked
Data for Cultural Institutions”.

The National Archive and Documentation
Management also published a new Document
Management Bulletin in 2015 concerning the
establishment of digital identification for the
authentication of electronic materials (documents)
(New NARA - Bulletin on Digital Identity
Authentication Records). This document provides
guidelines for government agencies in managing
documents related to the establishment of digital
identity for electronic materials (documents) such
as digital certificates and files related to public
key infrastructure (PKI) created or used during
the institutions’ business operations. This Bulletin
replaces the previously established document
management guidelines for electronic materials
(documents) created during an institution’s business
process, the authenticity of which is confirmed by
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digital PKI — signatures. The term “establishment
of a digital identification» includes a wide range
of technological processes that guarantee the
integrity and authenticity of electronic materials
(documents) to the institutions. Institutions use
these technologies for the following operations:
approval of electronic business transactions;
providing access to electronic information only to
those who have special permission to receive it; to
confirm that the documents were created legally,
have not been changed, and that creation , access
and their use are allowed only to persons who have
special powers.

One of the latest developments of the archive in
2018 is the publication of the “Universal Electronic
Records Management Requirements”. These
requirements can be used by employees of federal
agencies in writing technical specifications for
tools or services for managing electronic materials
(documents). Documentation services managers
can share these requirements with the IT and
procurement departments of their departments as
a basis for working on the specific requirements
for these government systems. Requirements are
divided into software and system, mandatory and
desirable. Universal requirements are developed
based on existing regulatory documents, policies
and guidelines issued by the National Archives.

Also, the US National Archives and Records
Management Administration presented the draft
of The Federal Electronic Records Modernization
Initiative (FERMI). This document includes
FERMI’s two main objectives: through an improved
procurement process, to help agencies acquire
electronic document management (ERM) solutions
and services that meet the needs of the agency; and
to respond proactively to changes in trends in the
management of electronic materials (documents) by
setting policies for new solutions and services.

The strategic plan for 2018-2022, which
includes the current mission, values, strategic
goals and objectives of the NARA, reflects a
constant commitment to open access of the public
to archival documents and the further development
of their digitization process. This plan provides
federal agencies that are already engaged in
the implementation of electronic document
management, recommendations for the next phase
of transition to fully electronic workflow. In the
strategic plan, it is noted that “By December 31,
2022, the NARA will no longer accept documents in
analog formats for permanent or temporary storage,
but only in electronic format and with appropriate
metadata”.
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Ultimately, the ongoing reform should ensure
the selection and transfer for safekeeping in NARA
of valuable historical documents of the modern era,
created in digital formats, expanding citizens’ access
to documents and information, the implementation
of the Open Government policy.

Use of electronic materials (documents)

In the use of archival documents, preference
is given to modern information technologies. So,
the portal of the National Archives — The National
the Archives Experience: the Digital Vaults is
constantly updated. Here are visual documents
such as photographs, films, popular media materials
illustrating the history of the country.

Another archive portal, Eyewitness, places
eyewitness accounts of the events and is presented
in the form of letters, diaries, audio, and sound
recordings in a chronicle sequence of dramatic
events in American history.

Since 2013, the portal has been in operation —
discovering the Civil War period. For 150 years,
researchers have been studying the documents of
the American Civil War and finding more and more
new facets in them. These documents are not fully
studied, so the archive encourages everyone to join
the search for documents of the Civil War.

In March 2014, the National Archives and
Records Administration of the USA digitized the
second part of diaries from France and Belgium in
the amount of 3,987 pages of documents from the
period of the First World War. These documents
are available on the NARA portal (First World War
100). The documents relate to cavalry and infantry
divisions deployed on the Western Front of the First
World War and talk about the soldiers of France and
Belgium from the moment they arrived at the front
until the end of the war. William Spencer, military
documents specialist at NARA, stated that the
second part of the military diaries contains detailed
information on the actions of the troops arriving
on the Western Front. In the first eight weeks from
when the war diaries were digitized and available
online mode, more than 10 thousand people from
all countries of the world voluntarily offered their
assistance in verifying the names, places of hostilities
and other details contained in the diaries. The first
reports showed that 260 096 separate surnames, 332
484 geographical names and almost 300 thousand
data concerning military actions were verified. More
than 200 diaries already have tags and verifiers.

The National Archives and Records
Administration of the United States is participating
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in a project to create America’s first digital public
library (DPLA). DPLA project — a large-scale joint
project developed by the government, research
institutions, museums, libraries and archives to
create a digital library platform to provide free
access on- line to archival documents of cultural
and scientific history of America. According to the
project, the content of archival documents from
archives, including NARA and Harvard University,
will be digitized over a 2-year period. The project
started in April 2013.

The DPLA will include 1.2 million digital copies
of the NARA directory, including documents about
the founding of the nation and photo materials from
the project “Documerica 1970s”, posters of World
War I1, the work of the photographer Mathew Brady
, he made at the time of the American Civil War,
archival documents about human rights, etc.

NARA is proud of the work organized jointly
by other interested institutions in the actual creation
of the digital public library of America, which
makes it easy to find the necessary information from
the collections of leading cultural, historical and
research institutions.

The publication activities of the National
Archives and the management of US documents are
also varied. In early 2014, the archive prepared and
went on sale the third volume of state documents
of the President Barack Obama The third volume
of documents prepared by the Department of the
Federal Register of the National Archives of the
United States has 1068 pages and includes texts
of public speeches by President Obama, press
conferences, messages and statements, addresses to
Congress and federal ministries, and photos from
January 1 to June 30, 2010 of the year. All materials
are given subject and name index.

US government documents are published in the
“Series of Presidential Government Documents”
twice a year and cover the six-month period of the
president and his administration. This series has
already published documents related to the activities
of Presidents Hoover, Truman and Eisenhower.

“FRANKLIN” is another one of the new special
projects for the digitization of a large number of
archival documents by President Franklin Delano
Roosevelt. The project worked on: the National
Archives of the United States, the Presidential
Library and the Roosevelt Museum, public,
corporate and non-profit organizations, as well
as the Roosevelt Institute, which contained many
microfilms of archival documents. Digital partner
Roosevelt Library and the owner of a web-based
network is Ma Rist College, who created the database

infrastructure «FRANKLIN» based on “platform of
Archon » and controls the system using powerful
servers, produced in collaboration with IBM.

In the future, all FRANKLIN documents will be
made available to users of the US National Archives
in open online access mode. “FRANKLIN” is
digital copies of 350 thousand pages of archival
most important documents and 2 thousand historical
photographs; This is a virtual reading room and
digital document repository, providing free and open
access to digitized documents from the Presidential
Library and the Roosevelt Museum for anyone
around the world. The FRANKLIN system allows
you to find the archive documents and photos in
the virtual space using the keyword and view entire
files, just as if you yourself came to the reading
room of the Presidential Library and the Roosevelt
Museum. Mode onlineOne of the most significant
documents of the twentieth century on American
history is available — these are the documents of
Franklin Roosevelt and his wife Eleonora, telling
about the difficulties that fell on the Americans
during the Great Depression, the New Deal and the
Second World War.

The National Archives of the United States
regularly hosts exhibitions. So, at the exhibition
“Making Their Mark: Stories through Signatures”
(2014) archival documents with signatures of many
famous personalities were presented. In the archival
documents signed by these people, unknown
historical facts are revealed. Signatures reveal to the
public the fate of many people who “left their mark”™
in the history of the American state.

Popular online exhibitions and permanent
exhibition called “The National Archives:
Documented Rights”, shows the rich collections of
the National Archives and the chronology of human
rights and civil liberties in the United States.

Conclusion

Thus, it is impossible not to admit that the United
States is a leader in the development of technologies
for working with ED, although, having received
them for the first time in the 1960s, the Americans
for a long time did not take serious steps to solve the
problem of their safety and were actually forced to
create an archive of electronic materials (documents)
faced with the danger of losing the nation’s digital
heritage. Archivists of the United States once
again proved that only scientific research and close
cooperation with research institutes and universities
will help find the necessary technological solutions
for examining the value, ensuring the safety of ED,
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confirming their authenticity, organizing access and
use. Scientific and technological solutions found
during projects sponsored by NARA, implemented
jointly with research institutes, allowed American
archivists to develop the concept of the archive of
electronic materials (documents), the requirements
for software development of the ER A system, to solve
certain problems in the field of value examination,
preservation, systematization, description, access
control, authentication of ED.

NARA successfully cooperates with the
organizationsresponsible for the record management,
lawyers and experts on information technologies;

it evaluates the effectiveness of the application
programs to determine a risk, the problem has spread
and is best practice. In order to find new solutions
in the field of the federal institution’s “clouds”,
economically sound approaches to the automated
management of e- mail documents, social media
and other types of digital documentary content of
institutions, NARA works closely and with private
corporations of the information industry and
stimulates research in this area.

US experience is widely used while creation of
international models and standards in the field of
archives and records management.
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